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Participation of Women in Public Policy Making

and Decision Process in Nepal: An analysis
Sabita Karki*

Background

Women participation is fundamental to democratic governance (UN Women). In a
democratic political system, the representatives of people make public policies after
the formation of the government. There is a universal assumption that the reasonable
contribution of women comprising of about 50 percent of the total population in policy
making and decision process ensures inclusiveness, social justice, gender equality
and their representation and it is real too. Nepal has also shown its commitment for
ensuring women participation in policy making and decision process in all levels of
government by signing the Convention on the Elimination of All Forms of Discrimination
against Women, 1979, Beijing Declaration and Sustainable Development Goals 2015
in addition to the decisions of the entities of the United Nations Organization. In the
same way, out of twelve scopes of women recognized by Beijing Declaration, Women
in Power and Decision Making is one of them (BPfA:1995). In Sub Goal 5.5 of Goal No.
5 of Sustainable Development Goals set to be achieved by 2030 A. D, it is mentioned
that complete, effective and equal opportunity of women will be ensured in all policy
making and leadership levels of political, economic and public life (SDG:2015). In the
same way, the fifteenth planning is in the course of execution with the goal of equal
and meaningful participation of women to maintain reasonable equality through the
concept of egalitarian nation in terms of gender (15th Plan: 2076). These documents
have ensured the participation of women in the public policy making and decision
process in the international level.

The first meeting of reinstated interim parliament held on 2063 Jestha 16 after the
nationwide movement of 2062-63 had made a decision considering the guarantee of
33 percent participation of women to reach the goal of proportion representation. The
Interim Constitution of Nepal, 2063 had made a tactical provision of women participation
in all levels of the state on the basis of proportional inclusion. The present constitution
has made a mandatory provision of at least 33 percent participation of women in the
parliament of the federal, provincial and local levels. In addition to this, the provision of
appointment for the post of the constitutional organs and ambassadors including the
political appointments has been constitutionally ensured to be adopted the for the policy
of inclusiveness. The notable participation of women has been realized by the policy of
positive discrimination and leadership level of women adopted by the government in
civil service, Nepal police, Nepalese army and other government and public services.
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2. Laws formulated for women participation

The participation of women has been ensured by means of system of proportional
representation in election and reservation in government services. However, open
competition has also not been prohibited. The main provisions made in this regard are
as follows:

2.1 Constitutional provisions:

a) President and Vice-president shall be elected from different sex or community
(Article70)

b) There shall be the representation of women in the House of Representatives on the
basis of population while filing the candidacy by political parties. (Article 84 1 a)

c) There will be 56 members in the National Assembly, including at least 3 women from
each province (Article 86 (2) a). Three members consisting of at least one woman
nominated by the President on recommendation of the Government of Nepal.
(Article 86 (2) b)

d) Election shall be so held that there is one woman out of the Speaker or Deputy
Speaker. There shall be one woman out of the Chairperson and the Vice-Chairperson
of the National Assembly.

e) For 220 seats of Province Assembly of seven provinces, election shall be held in
accordance with the proportional representation election system. In filing candidacy,
there shall be the representation of women on the basis of population. There shall
be one woman out of the Speaker or Deputy Speaker in the state assembly.

f) The four women elected by the members of village assembly shall be the member
of village executive. Similarly, the five women elected by the members of municipal
assembly shall be the member of municipal executive. The District Assembly shall
conduct the election of District Coordination Committee of one Chairperson, one Vice
Chairperson and at least three women. There shall be the representation of at least
two women from each ward in village assembly. There shall be the representation
of at least two women from each ward in municipal assembly. (The Constitution of
Nepal, 2072)

2.2 Laws related to election

a) There shall be the provision of at least one third women on the basis of the principle
of proportional inclusion in all the committees of political parties. [Act Related to
Political Parties, 2073]

b) In the election system, there is a provision of two ward members including one
dalit woman in the ward committee of rural municipality and municipality. For
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c)

d)

District Coordination Committee, there is a provision of one Chairperson, one Vice
Chairperson and at least three women out of the members of village assembly or
municipal assembly of concerned districts. (Clause 6, Sub clause 5). In nominating
candidacy, the political parties shall have to make a provision of submitting fifty
percentage women candidates out of Chairperson, Vice Chairperson, Mayor and
Deputy Mayor and Chairperson and Deputy Chairperson of District Coordination
Committee (Clause 17 Sub clause 4). While nominating candidacy, in the case of
women candidates, there is a provision of discount of fifty percent on the amount of
deposit (Clause 62 Sub clause 2). (Local Level Election Act, 2073).

While preparing the closed lists of the total candidates for the election of the
members of Provincial Assembly by means of proportional representation, at least
fifty percent women candidates should be included. (Clause 62, Sub clause 3, 5 and
6). The election commission shall inform the respective political party determining
the number of the women to be elected by means of proportional representation
election system in the manner so as to be represented by thirty three percent of the
total members in the Province Assembly. (Province Assembly Member Election Act,
2074).

While preparing the closed lists of the total candidates for the election of the
members of the House of Representatives by means of proportional representation,
at least fifty percent women candidates should be included. (Clause 28, Sub clause
3,5, 6 and 7). The political party that obtains less than ten percent of the total seats
fixed through the proportional representation election system, as far as possible, the
list of at least one third candidates to be elected is to be sent in manner so as to be
elected on the basis of otherinclusion. (Clause 28, Sub clause 3, 5, 6 and 7). In the case
of women candidates to be elected through the first-past-the-post election system,
there is a provision of discount of fifty percent on the amount of deposit (Clause 70
Sub clause 2). (Act Relating to the Election of the House of Representatives, 2074)

2. 3 Legal provisions relating to the service sector

a)

b)

Limitation of the age for women in the civil is maintained 40 years, probation period
is six months and for promotion, one-year service period is less than the normal
provision. For making the civil service inclusive, the amendment made in 2063 has
provisioned to allocate 45 percentages out of the posts to be fulfilled in which 33
percent is allocated for women and there is a provision of separate competition
from the candidates of the same group to fulfill the required post. (Civil Service Act,
2049)

There is a provision of reservation for women in Clause 17 of Legislative Parliament
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Relating Act, 2064 and Clause 8 of Nepal Health Service Act, 2053 .

c) For making military service inclusive, of the posts to be fulfilled by open competition,
45 percent is allocated and, in such posts, 20 percent quota is allocated for women.
(Rule 5) (Military Service Rules, 2069) . Such provisions are made in Rule 9 of Police
Rules, 2071 and Rule 9 of Armed Police Force Rules, 2072 too.

d) While recommending for the appointment of judges by Judicial Council Act, 2073
and Judicial Council Rules, 2074, provision has been made for the appointment
under the principle of inclusiveness. (Clause 5, Sub clause (1). In the same way, of the
posts allocated for the fulfilment of district judge pursuant to Section (c), Sub article
(2) of Article 149 as provisioned in Rule 6 of Rules, out of 45 percent allocated, it is
assumed to be hundred percent and 33 percent should be allocated for women.

3. Present condition of women participation

Of the total population of the world, 50 percentage of the population consists of women
and children. The percentage of women in parliament has nearly doubled in the last 20
years. As per the statistics of the United Nations Organization of September 1, 2021 there
are 26 women as the Head of the state or the government out of the member states. Out
of the total members of parliament of the world, 25 percent of the members are women.
In the same way, there are more than 50 percent women members of parliament in 4
member states whereas there are less than 10 percent women members of parliament
in 27 member countries. According to the statistics of 133 member countries, 36 percent
of women members are elected in the local level. (UN Women: 2021).

In the context of Nepal, election for local, provincial, federal levels including the
President and Vice President took place in 2074 B. S.. In the history of Nepal, a large
number of women representatives were elected through this election. In addition to
this, there has been a participation of women in some parliamentary and high policy
making and decision-making level by means of nomination system. Because of the policy
of equality, policy of positive discrimination, emphasis on essential equality, policy of
special protection and improvement in the educational and health sector of women and
implementation of international commitment, the participation of women has been
significantly increased in the policy making and decision process.
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Details of elected/nominated representatives in the election taken place
in 2074 B. S.

Election Female Male Total
Number Percentage Number Percentage

Local level 14,352 40.95 20,689 59.04 35,041
Province 189 34.36 361 65.64 550
Assembly
Member
House of 90 32.72 185 57.45 275
Representative
Member
National 22 37.29 37 62.71 59
Assembly
Member
President 1 100 - - 1
Vice President - - 1 100 1
Total 14,654 40.79 21,273 59.21 35,927

Source: (Election Commission, 2074 (2017)

3.1 Participation of women in the parliament

3.1.1 Federal Parliament

In part 8 of the Constitution of Nepal, there is a provision of bicameral federal parliament
to be known as the House of Representatives and National Assembly. There are 334
members in the parliament in total in which there are 275 members in the House of
Representatives and 59 members in the National Assembly. Through the election of
federal parliament held as per the constitution, 112 women representatives are elected in
total in which 90 members are elected in the House of Representatives and 22 members
are elected in the National Assembly. The data of women representative indicate that
there is a 32.73 percent representation of women in the House of Representatives and
37.29 percent representation in the National Assembly and the participation of women
in the federal parliament of Nepal consisted of 33.53 percent of the available seats.
(Election Commission, 2074)

Parliamentary Committee under Federal Parliament
Women are leading 9 out of 16 committees of the House of Representatives and
National Assembly. There is 56 percentage women participation in the leadership level
of parliamentary committee. (http.//hr.parliament.gov.np/np)
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3.1.2. Province Assembly

As per the Constitution of Nepal, there is a provision of unicameral parliament in each
province. The total number of members in the province assembly is 550, whereas the
number of women is 189, that is, there is 34.66 percent of women representation in the
province assembly. (Election Commission, 2074)

3.1.3. Local Legislature (Village Assembly and Municipal Assembly)

As per the Constitution of Nepal, there are 753 local levels in the country. The total
number of members in the local levels is 35,041, whereas the number of women is
14,353. In this way, women representation in the local levels seems to be 40.96 percent.
It seems that the number of women participation in the local levels is encouraging and
it is the highest participation of women in the political level in the history of Nepal.
The participation of women for the post of Mayor and Chairperson in the local levels
comprises of 2.39 percent whereas the participation of women for the post of Deputy
Mayor and Vice Chairperson is around 93 percent. (Election Commission, 2074). The
mandatory provision of one woman member and one woman from Dalit community
in the local municipality, the number of elected representatives in the local level is
satisfactorily increased.

3.2 Women participation in the council of ministers

As per the Constitutions of Nepal, there shall be a Council of Ministers comprising a
maximum of 25 Ministers including the Prime Minister, in accordance with the inclusive
principle, from amongst the members of the Federal Parliament. Accordingly, there
were 4 women ministers in the 24-member cabinet formed under the premiership of
K. P. Sharma Oli. Similarly, in the 24-member cabinet formed under the premiership of
Sher Bahadur Deuba, 6 women are appointed as the member of the council of ministers
(along with the state minister) (OPMCM: 2021). The data indicate that the participation
of women in the council of ministers is only 17 and 25 percent.

3.3 Women participation in the civil service

After the government of Nepal adopted the policy of empowerment and positive
discrimination, the participation of women in the civil service has significantly risen. Out
of 88, 073 employees in civil service, 23,655 employees are women, that is, it comprises
26.85 percent in total and among them, the participation of women in the posts like Chief
Secretary and Assistant Secretary involved in policy making and decision process is10.4
and 7.71 percent respectively. (PIS: 2021) With the objective increasing the participation
of women in the civil service including all government service from the backward and
marginalized class and region, the Government of Nepal has brought the policy of
positive discrimination into implementation since 2064 B. S.. According to the study of
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Ministry of Federal Affairs and General Administration, due to the policy implemented
from the fiscal year 2064/65 to fiscal year 2074/75, the entrance rate of women in civil
service reached 26,106, i. e., 32.8 percent (MoGA:2075). Even if the rate of entrance
increases in this manner, it seems that it may take a number of years to maintain equal
participation of both female and male as per the goal of sustainable development and in
accordance with the principle of inclusiveness. (MoGA:2075)

3.4 Women participation in judicial service:

Out of the total employees in judicial service, the number of women employees is 10.76
percent. Three out of 20 judges in the Supreme Court are women. The number of judges
in high courts and district courts is low. (PIS: 2021). Out of 15,991 legal practitioners in
Nepal, the number of women legal practitioners is 2,550.

4. Challenges of women participation

Even if the Constitution of Nepal, Specialized Act, Rules and Laws relating to women
rights and international commitments have made a provision of equal participation of
both females and males, the women participation is not increasing satisfactorily in policy
making and decision making levels due to the Nepalese social structure, its formation,
social values, thought and educational status. The status of women is weak from the
practical point of view. There is no situation for society, organization and institution to
accept the skill, capacity and knowledge of women. Men cannot accept the leadership of
women by their nature and attitude easily. In some situations, even if it is mandatory by
law, it seems that it is not spontaneously accepted the leadership and control of women
from a practical point of view. The number of physical, mental and sexual violence
against women is increasing day by day. Such type of violence has caused a physical,
mental and economic loss and it has created disturbance and obstruction for the overall
development of women. In the same way, there is a lack of sufficiently available separate
data to clarify gender equality (15th Plan: 2076). The gender responsive budget began
to be allocated in Nepal from the fiscal year 2064/65 and recently the direct gender
responsive budget allocation has reached around 38.16 percent (National Gender
Equality Policy, 2077). Even if the budget allocation system is managed in the manner
so as to increase the participation and capacity development of women, decrease the
workload, save time and contribute in the sector of income generation, monitoring of
expenses is not made properly. The issue of effective implementation of various area
wise and Specialized Acts, Rules and Policies formulated in the manner so as to ensure
the proportional participation of women is seen as a challenge.

5. Measures to increase women participation
There should be a provision to ensure women participation in the committees of various
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levels of political parties as per the statute mentioned and, in the constitution and laws
relating to political parties and election. Increasing the candidacy of women in the first-
past-the post-election system or implementing slide or zipper system for women and
men in the manner so as to be turn by turn. The policy of positive discrimination and
reservation being in the process of implementation in public service should be effectively
evaluated and focused among the group of women and inclusive group. Increasing the
access of women in information and conducting the programs of orientation, awareness
and capacity development to attract their interest in government service. Implementing
the allocation of gender responsive budget up to the local level and monitor and evaluate
the women-oriented cost investment and process on a regular basis. Monitoring,
evaluating, publishing and publicizing all the statistics, notice and information on aregular
basis by updating through gender statistics system. Such types of activities may provide
information about the gap remained in the field of women and such issues become
political issues and as a result, it may be helpful to be addressed from the higher level
of authority. Adopting a policy of positive discrimination mandatorily in the private and
other entities having the government investment. Since the world of work of women is
changed, encouraging the participation and cooperation of men in the manner so as to
transfer the gender roles, establishing baby care centres and ensuring the easy access
of such centres, emphasizing on the use of technology in the manner so as the labor
and time of women to be saved and making such technology accessible at a reasonable
cost. Making public entities (structure, work procedure, culture of work, communication
and work sites, etc.) gender sensitive, safe and women friendly. Presenting the women
remained in public sectors, public policy making and leadership as role models so that
it could provide inspiration for women of the next generation and participate in such
sectors and help them for the preparation to attain such positions.

6. Conclusion

In the context where Nepal is transformed into inclusive and federal government
system, this is a very important opportunity to institutionalize women rights in all levels
of structure and ensure meaningful and effective participation in policy making and
decision process. Environment should be created to ensure proportional inclusiveness
in all organs, levels and structures as per the provisions mentioned in the constitution.
Time bound work plan should be compulsorily implemented with the availability of
sufficient means and resources for the implementation of such provisions so as to be
practically realized. Institutional mechanism should be strengthened for the promotion
of women participation in all three structures of the state and responsiveness should be
simultaneously developed. Presence of women in the public policy and decision process
is not sufficient; therefore, the intervening role is today's importance. The suggestions
mentioned above may be useful to increase women participation and solve the problems.
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Remuneration owed to the designated operator of the country of destination by the
designated operator of the dispatching country in compensation for the costs incurred

in the country of destination for letter—post items received (UPU Convention, Art 1 para
1.7)
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faf~1 BREE® TIR T R | IPS.Post UPU & TR UR®! software B | AUT®GS d1fid
fAfaa P9 gbM TR IPS.Post @1 0 Tl password BGies data entry T T feEm@
TIR T R B |

IRIEY Sfp d@d! 9™ TR T&T f29a®l 69 SDR unit d1 TR |

Special drawing right (SDR) is potential claim on freely usable currencies of International
Monetary Fund (IMF) members.

fead vg@ 4 gaewn AT @1 ivas!l wuar SDR &1 i g &% s g3 g1 SDR
31 fafFa ) e wa aRada 9 8 | d9Y fAUre <fNe dRERSE d8e 99199
SDR &I T& aydl fafma skl ofiwa fog SDR X =urehl e fed fafa ) &rm
™ e ReEB | T6 fAIRTH 00y g9 90 Tyl fAofig 9IS 9 SDR RT&R § 4o &l
faffma ® @rm 9uel Ras |

feag@! Jif<™ gehl ¥ USD, CHF ST RIS a1 TIR-s | Il Yepr affafa
39 UPU @1 Small Circular AThd YHIRIA TRGI Y<bIT UHaT q1 ddba] faavor gHifom
qPHAIe g1 96 SFBR al UPU clearance system #Thd 9 Afd=® | 90T Final payment
USD &1 Nepal Rastra Bank ATHhd bl T a1 U8 TRPI & |

yraLifgd  TH JAGTH!T Stepwise accounting process
Step 1:

F UM SRRIGT ToId ¥ UoISal 3 CN BRADI AR CN 31 (Per dispatch bill
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of letter and EMS), 86 (land) a1 87 (air) (Per dispatch bill of Parcel) I §B 3 €I
BRA Uh UM §HI6 aRgl Taed ¥ OB | I BRI I g§oTdh axgd! aedl, Ao
SRR AU YRS SHDHRI B T8 | I BRADI JURAT <RI BAED 3T
HRIAEH TIR TRB | AUGH MEIRT §SH HIRATGIAT YTl HHT Inbound BT AT UTSHT
IU HUHT outbound H1 CN 31, 86 a1 87 BRATH Hhe- NI AMADG WUHAT [THRTHI
IR S @ AT FFJHH AEMT USEB, STHD] MYRAT Ith ATAEIC RIS
e U] AT TR TN AR T T 3 SeEIe A1 TRud! 299 % T 1R |

Step 2:

CN 31,86 41 87 &I 3MYURAT YAH ARG Monthly summary (CN 55 For letter and
EMS and CP 94 for parcel) ¥ Quarterly summary (CN 56 For letter and EMS and CP 75
for parcel) TR IR F=fYd <er ARG FHIQ U@ g3 Al 3 4SS |

Step 3:

U% aYH] JUR ORI UslsU®! IRdS Quarterly summary ST=f¥d <eEe RaeR, d&des
aftd RABR a1 AIRTHR TR USTUHT TAT 3T IS YSTUH! AW Aures RIsR, iem
Hfed Ra®R a1 ARTHR TRP! MRAT 9 FAG HYHT IR A1 7 g9 <2 2o aRem
TR aiffd summary (CN 61 M comparative yearly summary and CN 64 M comparative
yearly account of letter and EMS.) IR URl Faf*d <M WSS |

Step 4:

CN61,CN 64, CP 94 T CP 75 &I 3MIRHAT terminal dues, imbalance charge, inward land
rate sf amount &1 WY &fYRT IHH, transit charge, a5 WS, fovd aver dfal Yoo,
Miss sent handling, Return handling, IBRS handling ST §d U&TdT 379 IHH 3 AL
TR Final Yearly account (CN 52) TR = TR |

IPS.post AT%hd CN 55,56,75,94,61,64 P TIARI YHIT $EHI FIAT Annex AT IsTd! © |

feame®t s qetER

1. FETE WIST

faegem1 =1 <o Yo o SXgew fAff=T Airways T E®PIAT TR T QIR
IO | Il UPU &1 X1 -9g TR 9®pIal IR | S« UPU & 2022 &1 &1l
gH1d TR&T Air Conveyance Rate. 000486 SDR per kg per kilometer 8@l © | &9
faf=1 TaRUIc fa=@l Air distance UPU & publish 98I §6 | Air distance &1 701
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&1 T3¢ airways & Sigolo Sffd ®IHT Transit WO Y 9 R¥em distance &1 71 R
TR | Transit 91 airways HRTAT distance break TRR @@ TR | Transit 91 9=
airways @I YThHl FRDIAMT Scod HY FHIRTH YoH air ways d1 faWHTe T8 | ga18 ATl
FHEd airways ®Tg bl TR | gdTs AIS®I 701 &1 CN 38 (Delivery bill), CN 66
(Delivery summary) @ G¥f*Id airways @I Vat bill @1 MR TR=5 | A 8418 HI<T
R D FAIH AThd THAH TR TR FRHIAT HUDHT a1 713 AT fda CN 52
A1 SIS | WY 317 ITEIE U §OIdh aRGeTs <IRd als ofglal AThd 300 B w1
TEID! G ST 3T WA JATs fITRYT g URAT ANHYDI SAT TIRS GaTIhl FHd
e T TR SIRET A T | @R Bh B |

R. HAETY e

TP AThd YO8 HR BFY Tigd] ¥R R 915 WM I8 a1 yorsd us+o | Aol
JIS1ed §OTh BRITGIEITD] FHGIH Iold HATGIB] HHARIG AHod T Tasd | I
JSTed IR Sl @D fFdaH FHae g |

UPU Rules, International laws and agreements 3 national laws & gfaffrd Rer ™=
TP AThd <IISH a1 Yorsd ursad |

3. gfesiE AT

F AU RAE gAS W AEST a1 G QUD] §OTh WA R W gl o qu
a1 IMPC &1 Transit Point SFTGR AI® 9% UGS | transit TR SR F=PIAT a1
Hedd B R T IR | transit open ¥ close TR §§ USRS 04 | Transit TAHHT
T Sfh AST I goldbe Jd WoR U3 I8PHI IR R <M O gold aegew Ja
|fés T ysEA UBhAITers open transit WS | Toh SuHT o 9%g A I JA: Aics
T AU TR S BT Yo UBhAeTs close transit W= | 9= |80 open Transit 7RI
UOTSUP] | St ¥ Handle M, ®aisA a1 9¢1 xR fod waw | "uoe favaers
India (800km), Thailand (2300 km), German(7000 km), Los Angeles (12400 km) I
Four zones #1 fa®IGM TR transit AThd §BIP IIIew UYSST RBI B |

Transit AThd FMM YSRS&l UPU &I rate A1 Yl 1§ 9+ §9 | Transit country and
weight, item 1 STFHRT fWFTT 91 g sigwd A1 fewmg wwafRyd <t aifie fewma CN
52 A1 §HEAY RS |

Tt a9 fRIoTg, 99 &9 3fF 0y [T/



¥. Verification note

Pl AT UTS §HTP 98g I WA Uit CN 31, CP 86, 87 faaR0T Ao e v verification
note IR TR I YA A USSH TR™B ¥4 3 IS WG verification note
®I TAT%H USISB | verification note @1 JAERHAT TAIH ag A8 YA AYI®], fIaR0 v
we g1 GARFd W Wik faxver e T 1R |

y. erfaafd e
F1 WEIC UK ToTd o &8fd IR a1 3 BRUG FErad ARhs AR UKl TIRAT
USSR T SIRAT Inquiry RS |

Inquiry ITC §TH Ieg TRIT IATAT AYID! a1 &fy HYd! UIgTHT TR ARGeR B
FIfser afagld k3 aft T WP HRUT I HUHT U USSH QUG T QIRA
CN 48 sHISTH®T |Ev=l A7 | I e Fwafud el a1ffe f@ara CN 52 |1 Fa a9
TR |

2. I WEE

IR S @Dl ff9a TR a1 g IPHd! &) e 3 qifife don a1ffe wuHn
UPU & Y&IRIA TR SAIFSH B a8 | UPU & F=IYd Seel Hal Jarsd! JoRAR®! SR
Rate of letter post and parcel post &1 &¥&® &Rl I+ <8 | Quality Service @I E/G/F
ST fAff=1 Format AT 0T Q¥Ewa SMEHT &% EIN0T IR UPU HThd USRI T 145 |

EMS JdT®! Rate §s Q¥E® d1ad! Bilateral agreements SHISTH a1 Bilateral agreements
THUHT QDT EHAT NPT &% °mon T 9§ f4= EMS operational Guide AT YR TR
TR o |

9. TR T

F U fa<w UoTEH et P! B Tdl TRIPl Il fogT MRS JeTed SRRy
ST FWHT YhH IHAAT SSTHI § §aT A1 IHAB] BIET Fdi T Araid g6 | Il
ITIRS IToTeadT 191 FRIEw ALY TRITDI 6 |

1. Internal handling charge

2. Air conveyance

3. Transit charge

4. Payment to foreign postal office
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5. miscellaneous charge
I P UM IS I SIAT YOI gOTh gDl BN g8 [dl, g I¥ R T
Tes O o YBH I9d PHH TVET TN HanmERT 3% dda g9 |

FAIfT T G T 04 T8TET

UGS ARIGT S AT HAGA &l Uy U+ dol fdg 9 IHAdl b JaRerd aan
I AfPREP! B | RIS 3EP I GO AMGED S T T I 7
HARIEH eh! ARg~o |

B =T qeEwde GPO &1 @1 GPO di¢ fqWrRMT dRER YU&HT ¥4 CN 31 BRASH
T g |

HUHT CN 31 BRAS® U entry WUd! g |

entry UG Data BR& U9, By |

Ordinary letter, : bag @I Scan 7Ty |

U<l T9UHT CN 31 &l @il Fg7 |

Verification note @1 &A1 &I AYTY, UG SR [PINOR THERI T3] |
afigid ¥ S &9 9979, YU SR A SHeRT 747 |

Transit YR TUH OB RGP A® I =D fJaxor g [g7 |

Bal8 ARG S AHE®! CN 38 X CN 66 F9IHT U< gq |

BT JAIOT A8 | Tee diax s fAaRor Afdg | vee Ried Ag7 |

Quality service HT €419 <51, Final delivery entry HT HHRIT ST PRUG TUTH0
TS ST BT |

HIYRTd AT § |

IPS.Post @I UPU Convention, accounting process =il fasiar gd

Pending due I%9 §J T WK IWo@ g7 |

EMS rate, Bilateral agreements, SDR exchange rate, &aTg ‘gTaFﬁ TRPIAT THT FHIHT
Afdexor g7 |

B SOTA $M T HHARIES SARd g7 |

Annex

B How to print CN 55,56,75,94,61,64 in IPS=Post <
B Enterin IPS.Post

B Accounting process

B Perform and monitor accounting actions
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Partner operator ->choose country

Year - choose year

Search

Run new action

Choose type of postal item —>letter or parcel or EMS

Accounting action ->choose CN form Type

Accounting period = choose certain quarter or year

Choose accounting type —> draft or official -if we did not did official while
making 55, 56 we have to entry the data while making 61=_

Run
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Cyber Security: Need and Efforts in Present Context
of Nepal

Sweta Bhattarai
Assistant Attorney
Attorney General Office, Kathmandu

Abstract

Cyber security plays an important role in the field of information technology. Securing
the information have become one of the biggest challenges in the present day.
Whenever we think of the cyber security the first thing that comes to our mind is ‘cyber
crime’ which is increasing immensely day by day. Various governments and companies
are taking many measure in order to prevent cyber crime. Besides various measures
cyber security is still a very big concern to many. With the increasing proliferation of
information and communication technologies (ICTs) and the growing opportunity for
real-time borderless exchange, cyber security is a complex transnational issue that
requires global cooperation for ensuring safe internet. Globally attacks on cyber space
are increasing due to insecurity of application, data, network. In context of Nepal issues
of cyber threats and cyber security has been increasing. This paper mainly focuses
on basic concept of cyber security, its necessity and the efforts made to ensure cyber
security along with its challenges in Present context of Nepal.

1. Introduction of cyber security

The term Cyber is derived from "cybernetic”, from the Greek for "skilled in steering or
governing", may refer to computing and internet. Cyber is a prefix used in a growing
number of terms to describe new things that are being made possible by the spread of
computers. Anything related to the internet also falls under the cyber category.1 Such as
cyberspace, cybercrime, cyber security, cyber lawyer etc.

Theincreasing use of digital devices in personal, organizational, national and international
level has been shifted from traditional methodology to advanced one. Insecure medium
to input, store, process various data and performing transactions resulted to numerous
varieties of cyber threats and attacks. To ensure security of the application, data,
computer devices, network the concept of cyber security has been emerged. Cyber
security has an inverse relation to the cyber crime. The country with advanced and
proper cyber security tools will have lesser threat to the computer systems, data storage,
network devices, application. The use of cyber security can help prevent cyber attacks,
data breaches, and identity theft and can aid in risk management.

! https://www.webopedia.com/TERM/C/cyber.html accessed on 4th March 2022.
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The dictionary meaning says that Cyber Security is state of being protected against the
criminal or unauthorized use of electronic data, or the measures taken to achieve this.2 It
is the collection of tools, policies, security concepts, security safeguards, guidelines, risk
management approaches, actions, training, best practices, assurance and technologies
that can be used to protect the cyber environment and organization and user’s assets.
Organization and user’s assets include connected computing devices, personnel,
infrastructure, applications, services, telecommunications systems, and the totality of
transmitted and/or stored information in the cyber environment. 3

The general security objectives comprise the following : *

B Availability

B Integrity, which may include authenticity and non repudiation

B Confidentiality

2. Need of cyber Security in Nepal

Since with the emerging technologies the threat of security of information is increasing
and the failure to secure the cyber space leads to increasing cyber crime. Today more
than 60 percent of total commercial transactions are done online, so this field required
high quality of security for transparent and best transactions. Hence cyber security has
become a latest issue throughout the world.

Even the latest technologies like cloud computing, mobile computing, e- commerce,
net banking etc also needs high level of security. Since these technologies hold some
important information regarding a person their security has become a must thing.
Enhancing cyber security and protecting critical information infrastructures are essential
to each nation’s security and economic well being. Making the internet safer ( and
protecting internet users) has become integral to the development of new services as
well as governmental policy. The fight against cyber crime needs a comprehensive and a
safer approach. Today many nations and governments are imposing strict laws on cyber
security and save themselves from these increasing cyber crimes. This shows the need
of cyber security to prevent increasing cyber crime.

One out of three people are engaged in computer and performed their day to day
activities through the internet. It can be said as online has become now as a platform
for sharing information and promotion of their business. Although cyber technology has

2 Kelce S. Wilson, ‘Some Fundamental Cyber Security Concepts’, available at https://www.researchgate.
net/publication/260523812 accessed on 9th March 2022.

3 Ibid

4 https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/60 961/uk-cyber-
security-strategy-final.pdf accessed on 9th March 2022.
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many advantages, but due to lack of proper implementation many cyber crimes has
emerged in the world. And the same type of situation has also created or developed in
the case of Nepal. So effective planning for cyber security is essential to minimize this
drastic situation. Internet Service Provider (ISP) has demonstrated that the number of
people engaged on the Internet is rapidly increasing. In 2000, there were only 35,000
people employed on the internet, but around 2009 A.D. this situation was improved
by ten times. And at present, about 50% of people are engaged on the Internet.5 This
indicates that the case is trending in Nepal and the need of cyber security is higher. There
are lots of factors that boost up this situation. In a business organization, about 30% of
employees use the internet service.®

In developing countries like Nepal, three areas have been identified related to
cyber security threats: (a) poor digital access, (b) institutional instability, and (c)
regime instability. Thus cyber security policies in Nepal are needed to address the
cyber security threats and issues in the country.

Cyber security Policies has an inverse relation with the cybercrime. When there is
proper mechanism to ensure cyber security, the chances of unauthorized access to data,
hacking of computer systems, and crime committed through the computer system along
with internet will be reduced. Thus The reason behind need of cyber security could be
explained as below :

B Increasing Use of Digital devices

Increasing threats on cyber space

Increasing threats on national security

To control increasing cyber crimes

To protect data, application, networks

The need of cyber security can be explained at various levels :
A. Individual level
B. Organizational and institution Level
C. National Level

A. Individual level — In present context people are involved more in information
technology to perform their daily activities. Internet of things is becoming more
prominent. Where an individual put their every personal data required to carry
out online transactions, used various sorts of application to perform banking
transactions, as well carried out various sorts of activities through the computer
systems security of data, application, software is must.

B. Institutional Level — Business enterprises are relying most on cyber to perform

5 https://ictframe.com/cyber-security-situation-in-nepal-csi-nepal-coordinator/ accessed on 12th April
2022.
¢Ibid.
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their business activities. Security of the internet, networks, data, devices must be
ensured to carry out secured business transactions and prevent from loss of million
dollars. Similarly there is need of cyber security in banking institution to prevent
from hacking of data, unauthorized access, illegal withdrawal of money etc.

C. National Level — In Present context government is introducing digital id registration
of individual, has announced paperless functioning in most of the governmental
bodies, in this scenario there is necessity to ensure primarily the measures of
securing data and devices.

3. Efforts made in Context of Nepal

With the increase in use of information and technology various efforts at different level
has been carried out to ensure security of cyberspace in Present context. Awareness
programs are being conducted in many locations on a regular basis. The banking sector
claims to have appropriate security measures in place. This sector claims to utilize
primarily genuine software, VPN access for branches, firewalls, awareness programs for
employees, password updating policies, proper backup systems, and high availability
with SAN and VMware technologies.7 They also claim that all systems are being updated
regularly. Meanwhile, based on the survey, 11% IT professionals believed that there were
ineffective cyber security policies for the institutions as they feel unavoidable of receiving
cyber threats and viruses. IT professionals perceived that the computer devices used
on many college campuses could easily transfer viruses, as most had pirated antivirus
software installed on those devices. Pen-drive is largely to blame for the transferring
of viruses because the software does not detect malware. It is not fully scanned by the
anti-virus software. Many citizens of Nepal are not aware of how to conduct a virus scan
on their devices. 6% of IT professionals believed that the country is lagging behind other
countries in technology sector due to ineffective polices. No specific legal measures
has been adopted to strengthen cyber security, however various legislations has been
adopted to regulate the computer system, Prevent computer related and internet based
crime and to regulate banking transactions specific banks has adopted their own laws
and guidelines.

Electronic Transaction Act 2063

The umbrella act regulating the information technology in present context is Electronic
transaction act 2063. The Preamble of the act stated that it has been introduced to ensure
authentication and regularization of the recognition, validity, integrity, and reliability of
generation, production, processing, storage, communication and transmission system of

7 Subedi Ramhari, Cyber Security situation in Nepal, available at https://www.enepalese.co99.html
m/2015/07/320 accessed on 12th April 2022.
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electronic records by making the transactions to be carried out by means of electronic
data exchange or by anyt other means of electronic communications, reliable and
secured ; and for controlling the acts of unauthorized use of electronic records or of
making alteration in such records through the illegal manner.

Information Technology Bill 2075

Proposed bill on Information technology, 2075 has incorporated separate chapter on
Cyber Security which includes the provision regulating cyber space from two dimensions.
Firstly by ensuring establishment of institutional mechanism as Nepal Information
Technology emergency Assistance Group® which have the function, duty, power of risk
management of information technology, focal point to facilitate global cooperation, and
work specified by the government of Nepal ° . Secondly the concept of cyber security
has been ensured by regulating the use of digital devices. Prior Permission from ministry
shall be acquired to use software, digital system and equipments which are designed
for security of information technology. Password, Access code shall be maintained to
prevent from unauthorized access of data and computer systems. *°

Institutional mechanism
There are only a few organizations in Nepal that look after cybersecurity. Some of those
organizations are NPCERT, LogPoint and Check Point.

NPCERT

NPCERT is a society of Information Security experts formed to address the urgent need
for the protection of national information and growing cybersecurity threat in Nepal.
The attack on Information infrastructures are increasing in frequency and scale so, to
address all these issues, not-for-profit NPCERT was established.

LogPoint

LogPoint enables organizations to convert data into actionable intelligence, improving
their cybersecurity posture and creating immediate business value. It’s advanced next-
gen SIEM, UEBA, and Automation and Incident Response solutions, simple licensing
model, and market-leading support organization empower the customers to build,
manage and effectively transform their businesses.

LogPoint provides cyber security automation and analytics that create contextual
awareness to support security, compliance, operations, and business decisions.

8 Section 79, IT bill 2075
9 Section 80, IT Bill 2075
10 Section 81, IT Bill 2075
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Check Point

Check Point Software Technologies Ltd. is a multinational provider of software
and combined hardware and software products for IT security, including network
security, endpoint security, mobile security, data security, and security management.

4. Challenges in context of Nepal

It was found that the decision of minimizing the risks of cyber security would incur extra
costs, primarily the reason why the users have not made concrete efforts to ensure their
cyber safety. 44% of the study shared this major perception. Professionals stated that
using genuine versions of operating systems would create additional costs because they
are generally more expensive. For example, computer parts cost about $150, antivirus
software is about $30, a genuine operating system is about $150, and if the user wishes to
add SQL Apache this would cost an additional $200. The total can be anywhere between
$350 and $400 compared to $200 for pirated software. It is common practice for the
sellers of the devices to provide customers with both a pirated and genuine software
option. Companies and institutions are unwilling to fully invest in cyber security unless
they are able to realize immediate benefits.!!

The security has not improved because the preventive actions the government has taken
still largely depend on the clients or users. IT professionals also commented that there was
aperceived lack of awareness on the part of parents as well. Many parents are unaware of their
children’s online activities, which often include misusing social networks such as Facebook,
twitter etc. and sharing passwords, activities, and statuses without understanding the
consequences. The lack of awareness of the users is one of the main reasons why minimizing
security risks have been difficult for the government to pursue.

Most cybercrime cases are never reported. Inthe majority of cases, victims themselves are
unaware that they have become victims. There was also the issue of the unwillingness of
the old generation to see changes, this the interference of ensuring minimal risks of cyber
security breach in Nepal is not achieved. Professionals also shared that because of the
generation gap or the fear of change, cyber security policies have not been implemented
properly. Many government agencies and companies are afraid to upgrade software due
to not understanding how it works. Participants also cited language barriers and lack of
education as other potential issues. Members of an older generation tend to hold power
in government agencies which can sometimes lead to lack of willingness to change.

The competition between IT professionals became a barrier in achieving a full

Subedi Ramhari, Cyber Security situation in Nepal, available at https://www.enepalese.co99.html
m/2015/07/320 accessed on 15th April 2022.
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protection from cyber risks. Another factor was competition between professionals,
highlighting a lack of support to reduce and solve cyber security issues because of
personal and business interests. There is a sense that if companies make individuals
more aware of ways to maximize cyber security they may lose their businesses.

ltwasdeterminedthattheself-awarenessandliteracy of the usersare the main protections
to develop more efficient actions in minimizing risks of cyber security breach in Nepal.
Self-awareness and the literacy of users are crucial to solving and achieving the goal of
minimizing the risks of cyber security breaches in Nepal.

5.Recommendations

Users should be made aware of the rules of cyber security to have a more effective system
in the country as a whole. Providing proper training and sharing knowledge will also help
to minimize the risks. Management should provide continuous support and awareness,
and users should carefully protect their accounts and passwords. Passwords should not
be saved on any computer or be stored openly where they can be seen. Users should
frequently change and update passwords with different letters and numbers. Security
can be improved by avoiding unauthorized software. Additionally, the existing Electronic
Transactions Act,2063 should be reconsidered for reform. Cyberlaws should be strictly
enforced. Large-scale companies such as Microsoft, Apple ,RedHat and other major
companies should also reconsider pricing, particularly making products more affordable.
Poorer countries such as Nepal should not be charged the same prices as those of more
developed nations. Participants also commented that it would be helpful to have a data
center in Nepal so as to eliminate the use of servers in other countries.

The government should strengthen the cyber security policies. cyber cafés, public
locations with internet access, should be closely monitored. The government should also
make it mandatory for cyber cafés to keep records of user logins and logouts, as many of
the locations are unregulated. The government should take more action against piracy.
Many skilled IT engineers are being outsourced for higher wages in other developed
countries.

The traditional response of installing anti-viruses that can block inadequate internet sites
to reduce the risks of cyber security breaches. Users have to install genuine version
of anti-virus software to prevent viruses from contaminating the computers. Another
preventive major could be that in order to have access to Wi-Fi a user must login, which
adds a level of security to the system. Users, staff members, and administrators should
be assigned and allocated a certain amount of bandwidth and management teams
should carefully watch over the different systems being used.
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Private sector and Nepalese government to bring their focus and target in
strengthening the cyber security policies of Nepal, considering how their economy and
society is now technologically advanced and dependent. The key hindrance to maximizing
the means for cyber security was the total investment or costs that the changes for
protection may incur. Lastly, self-awareness and literacy of the users is the main answers
to the cyber security issues looming today.

6. Conclusion :

There is a drastic growth in the e-commerce, internet or cyber security is a major issue
in the growing countries like Nepal. Technological advancement in society has increased
over time. As a result, lifestyles are continually and phenomenally revolutionized.
Through the invention of the Internet and growth in the field of IT technology performing
different type of activities we perform using computer and handheld devices online has
been made possible and phenomenally emerged the entire world to a global village. In
Nepal, news and reports of cyber security breaches had been regularly broadcasted to
the public many times in the past and recent days by the Medias and Police department.
It has been very risky and challenging critical IT environment Nepal faces today despite
their regard for security and privacy, relevant policies regarding cyber security in Nepal
are still not able to address the growing security breach concerns of the cyber users.

ICTs are a fairly new phenomenon in Nepal. In addition, while many users are becoming
attracted to what ICTs can do, ICT users in general lack knowledge in technical cyber
security. It is important that all cyber users have this knowledge, especially in Nepal,
because of reports of heightened risk of cybercrimes users are increasingly at risk of
being exposed to cyber security threats.

Major issues of Cyber Security in Nepal involve various actions and reparations of
practices were due to lack of proper policy and awareness people are falling victim to
various externalities. These activities or action range from online to offline where it is
related to frauds, scandals and even personal pride and prestige.

In Nepal, public, private, and nonprofit entities are allin the process of introducing Information
and Communication Technology (ICT) to improve their computing performance which was
introduced in 2008. The e-policy in Nepal targets the use of ICTs in program and services
delivery as well as the use of information infrastructures to improve overall internal
administrative processes and procedures. To support the e- policy initiative, several legal
instruments have been crafted and the necessary institutional mechanism has been created.
However, the issue of digital divide at both the individual and institutional levels is obvious
in Nepal. Still, even with these issues, Nepal is, in general, optimistic about the role that ICTs
can play in overall economic improvement.
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